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— Research and study of remote access solutions
— Secure access on internal private network

— Interoperability tests

— Study of VPN protocols (L2TP, PPTP, IPSec)

— LAN-to-LAN and HOST-to-LAN scenarios
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Protocols
— PPTP  point-to-point tunneling protocol
— L2TP  layer 2 tunneling protocol
— IPSEC IP security protocols
e |[KE - authentication
e AH - Integrity
e ESP - confidentiality, integrity
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— Research and study of secure authentication
mechanisms

— Study of Public Key Infrastructure (PKI)

— Interoperability tests ,
N\



_<”> VPN - Goals Of The Project
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— Deployment
e LAN-to-LAN between EIG and TCOM
e HOST-to-LAN at EIVD
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_<”> VPN — Open Source Software

Different solutions based on Open Source

e Server OS: Slackware Linux

Firewall: Netfilter/iptables
e Gateway VPN:  OpenSwan

e PKI Authority:  OpenCA
VPN Clients: Win2K: SSH Sentinel*
Linux: OpenSwan
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8 *Free License for universities
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VPN — Scenario 2
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Remote Client

VPN Client
10.4.2.20

EIVD — Open Source Solutions

10.4.1.0/24
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10.5.0.0/16

VPN Client
10.4.2.20

10.4.1.0/24



_<”> VPN — Remote Client Authentication
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Dynamic IP
193.X.X.X

Virtual IP

10.4.2.20 ﬂ /

___ N

10.4.1.0/24

e The remote client authenticates himself on gw VPN

e The authentication is based on X.509 certificates

e The client acquire a private IP address with DCHP-over-IPSEC
 The remote client is part of the internal private network




_ <”> VPN — DHCP-over-IPSec

e [Internet Draft: draft-ietf-ipsec-dhcp-13.txt
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DHCP

= 10.4.1.0/16
L Server

10.4.2.20 ESP SA: 10.4.2.20 <= 10.4.0.0/15
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VPN — NAT-Traversal
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Internet Drafts: draft-ietf-ipsec-udp-encaps-03.txt

draft-ietf-ipsec-nat-t-03.txt
intelligent NAT box

ESP and IKE with n clients




_<”> VPN — Encountered Problems

e PKI
— Token Integration

e |[nternet Service Provider (ISP)
— Firewalls
— Routing
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e NAT routers
— Intelligent Box
— Stupid Box
e NAT-Traversal
e ESP->UDP Encapsulation
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_ <”> VPN — Gateway VPN Capabilities

IKE:

Encryption algorithm: aes-256bit

Integrity function: SHA-2

DF Group: MODP 1536 (group 5)
PKI authentication OK

IPSEC — ESP (AH):
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Encryption algorithm: aes-256bit

Integrity function: HMAC-SHA-2

DF Group: MODP 1536 (group 5)
Other:

DHCP over IPSEC OK

NAT-Traversal OK
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EIG VPN area

— GW Clavister

GW VPN
OpenSwan

NIDS Snort

aII IPtables

PKPOpenCA

- Remote client

EIVD VPN area







_C“) VPN — SSH Sentinell Configuration
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| VPN — PKI Certificate Configuration

—e tcom

Certificate Information

Rule Properties

Certificate Information

Subject name: n:a-n_ai'-.ﬂ:l

Alternative names:

Issuer name: ca-eivd
Yalid from: Mon Aug 09 2004 12:47:21
Valid to: Fri fwg 09 2024 12:47:21
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Certificate fingerprint:

« 39E8 BABE SAE3 E247 6736 6747 BACD D261 5544 C2C6
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| VPN — SA Life & NAT Configuration
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| VPN — IKE & ESP Configuration
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Yirtual IP Address
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VPN — Connection

example
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vpn.eted.ch [EWD] Select VPN

W St Foliey Mafaden

*:SSH Sentinels*

S55H Sentinel Statishcs

Femote [ Twpe | KButesin| KBytesout|
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” VPN — Network Interfaces

[ C:AWINNTAs

IP Address. . .
Subnet Mask . .

Media State . .

Windows 280@ IP Configuration
Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

Default Gateway . . . . . . . .
Ethernet adapter {8BB2F?34-CEED—4AE1-AEFD—-ACI1BAA4CCS4F: -

After VPN
Connection

18.192.72.218
255.255.254.8
18.192.72.4

e 2w = = = = = = - = CGable Disconnected

[ CAWINNT

Windows 2888 IP Configuration
Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix :

IF Addwes=. . . . . . . . . . s 1819272218
Subnet Mask . . . . . . . . . . : 255255 .254.8
Default Gateway . . . . . . . . 18.192.72 .1

Ethernet adapter {8BB2F?34-CEED-4AE1-AEFD-ACIBBA4CCS4F: :

Connection—specific DNS Suffix
IP Address. . . . . .
Subnet Mask . . . . .
Default Gateway . . .

vpn.eivd.ch
18.192_4@._254
255.255.255.8

Before VPN
Connection







